AppendixC

Transaction Security Requirements

IMPORTANT: The Chemical Industry Data Exchange (“CIDX") is a nonprofit corporation, incorporated in the State of New Jersey, which is exempt from
federal taxation under Section 501(c)(6) of the Internal Revenue Code. The Chem eStandards and other publications of CIDX have been developed in
furtherance of CIDX’s nonprofit and tax-exempt purposes. CIDX has taken reasonable measures to develop the Chem eStandards and other CIDX
publications in a fair, reasonable, open, unbiased, and objective manner for the purpose of enhancing the ease, speed and cost aspects of securely
conducting business electronically in the Chemical Sector. The Chem eStandards and other CIDX publications are developed in compliance with all
applicable laws, including antitrust laws, and pursuant to the CIDX Antitrust and Intellectual Property Policies ensuring open access and use, while at the
same time preserving contributing companies' individual rights to their own intellectual property. The Chem eStandards may be copied and distributed in
the form published and copyrighted in accordance with the license agreed to upon download, but no permission is granted for any change or modification
to the Chem eStandards.

The nature of appropriate practices or guidance is likely to change over time and with developments in technology. CIDX cannot guarantee the accuracy,
completeness, efficacy, timeliness, or correct sequencing of the Chem eStandards or other publications. Use of the Chem eStandards and any CIDX
guidance document or other publication is voluntary, and reliance on them should be undertaken only after an independent review by the user. Inclusion of
material in the Chem eStandards or other publications does not constitute a guarantee, warranty, or endorsement by CIDX regarding any guidance,
methodologies, or preferences for conducting business, implementing any CIDX standards, or enhancing computer security. Further, neither CIDX nor its
officers, directors, members, employees, or agents shall be liable for any loss, damage, or claim with respect to any such documents, work, or services; all
such liabilities, including direct, special, indirect, or consequential damages, are expressly disclaimed. Information provided in the Chem eStandards is “as
is” without warranty of any kind, either express or implied, including but not limited to the implied warranties of merchantability, fitness for a particular
purpose, or freedom from infringement. The Chem eStandards and related trademarks are the property of CIDX. Copyright 2004 Chemical Industry Data
Exchange. All rights reserved.
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APPENDIX C- TRANSACTION SECURITY REQUIREMENTS

Appendix C - Transaction Security Requirements

Each Chem eStandards message has its own security requirements.

As outlined in Chem eStandards Envelope and Security Version 3.0, transaction security implies the
following:

e Authentication: indicates whether mutual authentication is required for a particular transaction.
e Digital Signature- indicates whether a PKCS-7 digital signature of non-zero length that
conforms to RNIF requirements should accompany the object.
e Non-repudiation: implies the following:
e The object has been signed.
o Both initiator and recipient of the object store that object’s digital signature including object
message digest.
e Both initiator and recipient of the object store supporting information (such as signer
certificate, certificate authority and public key, secure time stamp, and unambiguous reference
to the then-current CRL).

Table 1: Security Requirements for Version 4.0 Chem eStandards messages:
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Customer QualificationRequest Yes | Yes | No
Customer QualificationResponse Yes | Yes | Yes
Catalog and RFQ CustomerSpecificCatalogUpdate Yes | Yes | Yes
Catalog and RFQ ProductCatalogUpdate Yes | Yes | Yes
Catalog and RFQ RequestForQuote Yes | Yes | No
Purchase Order OrderChange Yes | Yes | Yes
Purchase Order OrderCreate Yes | Yes | Yes
Purchase Order OrderResponse Yes | Yes | Yes
Purchase Order OrderStatusRequest Yes | Yes | No
Purchase Order OrderStatusResponse Yes | Yes | No
Purchase Order PriceAndAvailabilityRequest Yes | Yes | No
Purchase Order PriceAndAvailabilityResponse Yes | Yes | No
Logistics CarrierWeights Yes | Yes | Yes
Logistics FreightBill Yes | Yes | Yes
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Logistics LoadTenderMotor Yes | Yes | Yes
Logistics LoadTenderOcean Yes | Yes | Yes
Logistics LoadTenderRail Yes | Yes | Yes
Logistics LoadTenderResponse Yes | Yes | Yes
Logistics ShipmentStatusRequest Yes | Yes | No
Logistics ShipmentStatus Yes | Yes | No
Logistics ShipmentlInstructions Yes | Yes | Yes
Logistics ShipNotice Yes | Yes | Yes
Logistics ReceiptNotice Yes | Yes | Yes
Financials AcceptanceNotification Yes | Yes | Yes
Financials Invoice Yes | Yes | Yes
Financials InvoiceResponse Yes | Yes | Yes
Financials Payment Yes | Yes | Yes
Financials PaymentDetail Yes | Yes | Yes
Financials PaymentResponse Yes | Yes | Yes
Forecasting DeliveryReceipt Yes | Yes | Yes
Forecasting DeliveryReceiptResponse Yes | Yes | Yes
Forecasting DemandForecast Yes | Yes | Yes
Forecasting DemandForecastResponse Yes | Yes | Yes
Forecasting DemandPlan Yes | Yes | Yes
Forecasting DemandPlanResponse Yes | Yes | Yes
Forecasting InventoryActualUsage Yes | Yes | Yes
Forecasting InventoryActualUsageResponse Yes | Yes | Yes
Forecasting ReplenishmentProposalCancel Yes | Yes | Yes
Forecasting ReplenishmentProposalChange Yes | Yes | Yes
Forecasting ReplenishmentProposalRequest Yes | Yes | Yes
Forecasting ReplenishmentProposalResponse Yes | Yes | Yes
Forecasting SupplyPlan Yes | Yes | Yes
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Forecasting SupplyPlanResponse Yes | Yes | Yes
Exchange Interactions PostingAccept Yes | Yes | Yes
Exchange Interactions PostingAcceptResponse Yes | Yes | Yes
Exchange Interactions PostingCancel Yes | Yes | Yes
Exchange Interactions PostingCancelResponse Yes | Yes | Yes
Exchange Interactions PostingChange Yes | Yes | Yes
Exchange Interactions PostingCreate Yes | Yes | Yes
Exchange Interactions PostingResponse Yes | Yes | Yes
Exchange Interactions PostingStatusRequest Yes | Yes | No
Exchange Interactions PostingStatusResponse Yes | Yes | Yes
Product Information CertificateOfAnalysis Yes | Yes | Yes
Product Information Quality TestingReport Yes | Yes | Yes
Credit Upon Proof of Sale | CostSupportCreditRequest Yes | Yes | Yes
Credit Upon Proof of Sale | CostSupportCreditRequest Yes | Yes | Yes
Credit Upon Proof of Sale | CostSupportCreditRequest Yes | Yes | Yes
Credit Upon Proof of Sale | CostSupportCreditRequest Yes | Yes | Yes
Credit Upon Proof of Sale | CostSupportCreditRequest Yes | Yes | Yes
Reporting ProductMovementReport Yes | Yes | Yes

For further explanation of the transaction and security requirements refer to the Chem eStandards
Envelope and Security publication.

Copyright © 2004 Chemical Industry Data Exchange. 5
All rights reserved.



